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Citizen-centric data sha Getting Value

“People will be able to easily access and share their health data”
Marc Lange (marc.lange@ehtel.eu)
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2030 Digital Compass: the European way for the Digital Decade

COM(2021) 118 final

* “It is our proposed level of ambition that by 2030:

* 100% online provision of key public services available for European citizens and businesses
» 100% of European citizens have access to medical records (e-records)

* 80% of citizens will use a digital ID solution.”

» Cooperation and coordination between Member States and EU-level is needed.
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2022 baseline: Citizens’ access to their electronic health records

Figure 1. Citizens’ access to their electronic health records in the EU, 2022
Overall performance of e-health composite scores by country groups
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Source: Digital Decade e-Health Indicators Development — CNECT/LUX/2022/MVP/0027
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Citizens’ electronic access: Composite indicator

Figure 5. Digital Decade e-health composite indicator structure
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Figure 10. Available and timely updated electronic health records summary data in the EU, 2022
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Figure 11. Available and timely updated ePrescription/eDispensation data in the EU, 2022

‘Which of the following data is available to citizens through electranic health data access services?
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Figure 12. Available and timely updated electronic results and reports in the EU, 2022

Which of the following electronic report types are available to citizens thiough electronic health data access services?
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Proposal for a Regulation on the European Health Data Space

* “The European Health Data Space will empower individuals across the EU to fully
exercise their rights over their health data. People will be able to easily access and
share these data while retaining greater control, fully in line with our overall EU
approach to data protection.” loana-Maria Gligor (former Head of Unit in DG Santé)

EHDS Section 1
Access to and Transmission of Personal Electronic Health Data for Primary Use
« Article 3: Rights of natural persons in relation to the primary use of their personal electronic health data
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Proposal for a Regulation on the European Health Data Space

COM(2022) 197 final

Article 3
Rights of natural persons in relation to the primary use of their personal electronic health data

1. Natural persons shall have the right to access their personal electronic health data processed in the context of
primary use of electronic health data, immediately, free of charge and in an easily readable, consolidated and
accessible form.

2. Natural persons shall have the right to receive an electronic copy, in the European electronic health record
exchange format referred to in Article 6, of at least their electronic health data in the priority categories referred
to in Article 5.

3.

8. Natural persons shall have the right to give access to or request a data holder from the health or social security
sector to transmit their electronic health data to a data recipient of their choice from the health or social
security sector, immediately, free of charge and without hindrance from the data holder or from the
manufacturers of the systems used by that holder.
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European Parliament compromise of 13 December 2023

2a.

Article 3
Rights of natural persons in relation to the primary use of their personal electronic health data

[idem]...

Natural persons shall have the right to receive an electronic copy, in the European electronic health record
exchange format referred to in Article 6, of at least their electronic health data, or at the request of the natural
person, a printed copy thereof, in accordance with Article 15(3) of Regulation (EU) 2016/679.

The rights referred to in paragraphs 1 and 2 shall be deemed complementary to and be without prejudice to the
rights and obligations established by Article 15 of Regulation (EU) 2016/679.

Natural persons shall have the right to request a health data holder from the health or social security sector or
reimbursement services, to transmit all or part of their electronic health data to a health data recipient of their
choice from the health or social security sector or reimbursement services, immediately, free of charge and
without hindrance from the data holder or from the manufacturers of the systems used by that holder. The health
data recipient shall be clearly identified by the natural persons to the health data holder and their affiliation to
the health or social security sector shall be demonstrated. Health data holders and their processors shall comply
with the request and shall transmit the data in the format provided for in Article 5.
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Council Compromise of 31 October 2023

) Article 8A )
Right of natural persons to access their personal electronic health data

1. Natural persons shall have the right to access their personal electronic health data, at a minimum data that
belongs the priority categories in Article 5, processed for the provision of healthcare through the electronic
health data access services referred to in Article 8G. The access shall be provided immediately after the personal
electronic health data has been re(];istered in an EHR system, while adhering to technological practicability, free
of charge and in an easily readable, consolidated and accessible form.

2. Natural persons shall have the right to receive an electronic copy, free of charge, through the electronic health
data access services referred to in Article 8G, in the European electronic health record exchange format referred
to in Article 6, of at least their personal electronic health data in the priority categories referred to in Article 5.

Article 8D Right to data portability for natural persons

1. Natural persons shall have the right to give access to or request a healthcare provider to transmit, all or part of
their electronic health data that belongs to the cPriori categories as referred to in Article 5 to another provider
of their choice from healthcare sector without delay, free of charge and without hindrance from the transmitting
provider or from the manufacturers of the systems used by that provider, as appropriate.
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| [ - 1310212024 Y @ehtel_ehealth

Callaborating for Digital Health and Care in Europe

9
Until this summer,
| wasn’t much concerned about my health data, but ...
* Then, | became chronic patient and ... started to care about my health data
» Why?
« To be better prepared for my medical visit
« To better synthesize what | learned during this visit Io
» Because | am (a bit) anxious to know my lab results,
| don't have the skills to interpret all of them, but | can observe the evolution over time
* Because | need now to manage my health condition, calibrate dietary restrictions ...
EHTL -
| [ - 130212024 ’ @ehtel_ehealth
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Myhealth *

Are you willing Yes’

-
to share your T) bu‘t. .

Click here and discover
how to manage the access
to your health data.

@z be

= > -
medical record? Iyhealth.be

My health summary My Reports & Results Links to other patient portals

Concise electronic summary of your Overview of your health data Here you will find links to other Information about your medication
You have given your consent for current health status, created by the available in a hospital or laboratory. patient portals offered by the 4 use. Example: medication schedule
the sharing of your data. GP managing your Global Medical Example: test results, examination hospital networks in Belgium

Record. results, hospital discharge report.

My therapeutic relationships E r_‘;,

v (4

My pending medication My implants Health Insurance Funds My handicap
prescriptions

Overview of medical devices Overview of the vaccinations you Access to the digital platform of your Access to your allowance file. You can

Prescriptions for medicines that you implanted in you. have received health insurance fund. also apply for a handicap allowance.
can book/pick up at the pharmacy.
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Health summary

Concise electronic summary of your current health status

Too bad ! No health summary available

[for structured data along the line of the “minimum data that belongs the priority categories in Article 5”]
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Right to access their personal electronic health data
and receive an electronic copy
» More than giving consent to access own health data ?
» Enabling citizens to become a data-sharing actor
Citizen-Centric Data Sharing Approach
EHTL
| [ - 130212024 ’ @ehtel_ehealth
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HealthIT.gov How Do 17 For Individuals
Blue Button o
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Protecting Your Privacy & How do I? Answers to Individuals' Common Questions

Security

My Data
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and tools for state health IT
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Blue Button ~ Health Data for sharing

Objectives

In summary, the objectives of the BB tool are:

To empower the citizens by providing them access to their personal health
records in an immediate, easy and free way.

To grant the citizens full access to their data in order to share their
information whenever, wherever and whoever they want.

Provide data in an electronic, structured and reusable format.

.

To contribute towards the new European Health Data Space regulation.
The BB initiative aligns with the principles of the EHDS by providing
immediate access to health data, adhering to international standards and
promoting cross-border data sharing.

TIC Innovation and digital transformation Generalitat
Salut Social de Catalunya
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AR ISHARE

B8 EHR Xchange Format

Expanding the European EHRXF to share and effectively use

health data within the EHDS

* Objective #2 : Demonstrate the benefit and value of the xSHARE Button supporting
the right of individuals to data portability under GDPR data in continuity of care use

cases

CLICK

[’:g iShare
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How can we action )
citizen-centric data sharing?

has developed
protocols to allow citizens to access
their own data with their mobile and
share it with others.

has also developed
solutions to facilitate data sharing for
research purposes.
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EMERGENCY ACCESS
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InteropEHRate

EHR in people’s hands across Europe
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https://www.interopehrate.eu/interopehrate-white-paper/
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New Architecture

Central
_Terminology Services

Source: Zoltan Lantos presentation at
2023 Thought Leader EHTEL Symposium
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Country B OpenNCP
‘\Member States
Mobile
pivot Friendly-a | Backend
PATH 3D
Friendy-B™> _ %u b/l
Health Path to MyHealth)
professional . Reference Consent for
= Citizen TRz g eHDSI services, if -
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Showing._access _—
the data . e
. ~ Consent
Toolbox of App for the use
Components [ of the app

My health @ EU
eHealth Digital Service Infrastructure
A service provided by the European Union
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What’s next?
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https://www.ehtel.eu/18-articles/247-session-2-unlocking-two-critical-bolts-achievements-of-europe-s-large-scale-projects-2.html
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